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ABSTRACT

Satellite systems including the Global Navigation Satellite System (GNSS) and the satellite commu
(SATCOM) system provide great convenience and utility to human life including emergency response, w
efficient communications, and effective transportation. Elements of satellite systems incorporate technologie
navigation with the global positioning system (GPS), satellite digital video broadcasting, and information tran
with a very small aperture terminal (VSAT), etc. The satellite systems importance is growing in prominence
users’ requirement for globally high data rate transmissions; the cost reduction of launching satellites; devel
smaller sized satellites including cubesat, nanosat, picosat, and femtosat; and integrating internet services w
networks. However, with the promising benefits, challenges remain to fully develop secure and robust satellit
with pervasive computing and communications. In this paper, we investigate both cyber security and radio -
(RF) interferences mitigation for satellite systems, and demonstrate that they are not isolated. The action spa
cyber security and RF interferences are firstly summarized for satellite systems, based on which the mitigatio
for both cyber security and RF interferences are given. A multi-layered satellite systems structure is prov
cross-layer design considering multi-path routing and channel coding, to provide great security and diversity
secure and robust satellite systems.

Keywords: Cyber security, radio frequency interferences, SATCOM, GNSS, multi-layered satellite system, crc
design, multi-path routing

1. INTRODUCTION

Satellite systems provide great benefits to human daily life, including television broadcasting, global
navigation, and weather forecasting, etc. To ensure satellite systems function properly, they are compose
segment, terminal segment, and ground segment, where satellites are monitored, adjusted, and configul
operations of which rely on reliable communication link and security ensured data. For the satellite commt
(SATCOM), it has characteristics including large area coverage, high capacity, and flexibility with trar
transponders, which thus has great potential to provide affordable ubiquitous network access services. Hov
exactly these characteristics which could make SATCOM vulnerable to interference [1][2], and system perfi
could be greatly degraded. It is thus required to enhance the SATCOM link performance while not sacrifici
throughput for reliable communications. Besides, the satellites, terminals, and infrastructures need to mait
robustness against manipulation which leads to security issues.

*Corresponding Author: gchen@intfusiontech.com; phone: (001)301-515-7261; fax: (001)301-515-7262

Sensors and Systems for Space Applications 1X, edited by Khanh D. Pham, Genshe Chen, Proc. of SPIE
Vol. 9838, 98380K - © 2016 SPIE - CCC code: 0277-786X/16/$18 - doi: 10.1117/12.2224632

Proc. of SPIE Vol. 9838 98380K-1

Downloaded From: http://spiedigitallibrary.org/ on 06/22/2016 Ter msof Use: http://spiedigitallibrary.or g/ss/Ter msOfUse.aspx



In [3], a SATCOM link with hybrid automatic-repestguest (HARQ) protocol has been evaluated in adtage
Markov modeled channel; however radio frequencgrietences (RFI) and security issues are not cereid In [4],
commercial SATCOM link performances were evaludtedhe condition of interferences, where the forvarror
correction (FEC) schemes apply concatenated RekunBo coding and convolutional coding. In the updtde
SATCOM standards, advanced channel coding scheraasftan employed, including concatenated low-dgmnsrity-

check (LDPC) and Bose, Ray-Chaudhuri, Hocquengh&@Hy{ codes, and turbo coding. In [5][6], the SATCOiNk

performances of waveform applied in Digital VideooBdcasting - Satellite - Second Generation (DVB-8andard
and Digital Video Broadcasting - Return Channel Sitellite (DVB-RCS) standard are evaluated indbedition of
various RFIs, where however the security issuesaraddressed.

For satellite systems, cyber security issues carclassified into three attributes: availability, nfidentiality, and
integrity. Foravailability, in a satellite communication network, the comnaation services must be available for
legitimate users to access at any time. Many ataegpecially denial-of-service attack, aim to prévthe user from
accessing communication channels or other portifriee network [7][8]. Forconfidentiality, it refers to maintaining
the secrecy of information by preventing accessntauthorized users. Inside attack is one famougima$ threat with
related to the confidentiality [9]. Adversariessficompromise some network components and themtiniggitimate
users or servers to access the further informakonintegrity, it is defined as protecting user data from madifion,
deletion, and/or injection [10]. This type of thrém extremely dangerous. In satellite systemsearound stations or
satellites are compromised, the adversaries caddyemanipulate any sensitive information resualsérvices crash or
systems fail [11][12], even the information flowreess channel is enhanced to be robust of in@mréers. Therefore,
investigating cyber security in satellite commutima network is important.

In this paper, we address both satellite systenwio rérequency (RF) interferences and security, tovige
comprehensive reliable and protected informatioowfl Due to the open environment nature of RF waele
communications, the complete denial-of-servicesctin computer networks could be mitigated in \eiss networks.
To enhance both RFI mitigation and space segmentrisg a multi-layer satellites network topology ¢onstructed.
The communication protocol stack cross-layer desiith joint multiple-path routing and advanced chahcoding
scheme is further developed to enhance the comiamtimniclink quality-of-services (QoS). Simulatiorudtes validate
the proposed multi-layers cross-layer (MLCL) sateliopology construction and protocol stack design

The paper is organized as follows. In Section 8, ghtellite systems multi-layer scenario and ieterfces issues are
presented. A comprehensive interference model veldped for further SATCOM link performance evalaes. A
concatenated advanced channel coding scheme imsg@@ddo enhance transmission link quality. In $ec8, the
satellite systems cyber security is addressed ealdi@ed. The proposed MLCL scheme is developedeaatiiated in
Section 4. Section 5 provides conclusions and éuvork.

2. SATELLITE SYSTEM MULTI-LAYER TOPOLOGY

To provide ubiquitous reliable global informatioacass and communications, it is a tendency follgateystems to
integrate all the available resources in the spgment to construct a space backbone network,hwihidudes
Geosynchronous Equatorial Orbit (GEO) satellitegedMm Earth Orbit (MEO) satellites, and Low Eartthi®(LEO)
satellites. The multi-layer satellite system toggistructure is shown in Figure 1. It highlightsitibesides the space
backbone network, the satellite systems also coatdiwith the airborne network layer and terrelstregwork layer.
Examples of a multi-layered processing include iemgd13] and navigation [14]. Layered sensing reegithe ability
to correctly locate assets for communication inoosing space situation awareness [15], sensor geament [16], and
space tracking [17].

While it is easy to gather all the available resesr utilizing them well to achieve large exporanpierformance gains

rather than providing more potential vulnerabiitimust be addressed in the global information @ik) environment.
There are several ways to achieve this goal, athisrpaper, we focus on tleeoss-layer design of
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Figure 1. Satellite System Multi-Layer Topology Bago
multi-path routing and advanced channel coding scheme. Since all the techniques development anfbrmance
evaluations are based on an accurate comprehangivéerences analysis; therefore, the satellistesys interference
sources are analyzed, based on which a compreleeinsévference model is developed. To clarify thdaus RFIs, we
categorize them into two types, which are unintaral interferences and intentional interferences.

2.1 Unintentional I nterferences

There are three types ohintentional interferences, which are (1) system malfunction and maloperati{@) radio
frequency signal channel propagation, and (3) eatesources coming from other legal radio systems.

System internal unintentional interferences, suehmalfunction and maloperation, could arise fronthbgpace and

ground sources. For the satellite, it could be pystem design such as payload antennas are neekgethe circuits of
electric boards are not hardened, manufacturinggssing errors, or electronic components are exptossolar flares,
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etc. This kind of poor system design could causeitibernal interferences among satellite compondbgsiipment
failure from both satellite and ground controllessich as the electronic components and clock ddfi, also cause
unintentional interferences for communication. @teeurces include human error and malfunction c@ldd cause
unintentional interferences. To this list shoulddoleled igphysical attacks where the electric components of the satellite
could be destroyed by others, resulting in uninerat interferences.

Another type of unintentional interferences is Wieeless propagation channel, resultingadio frequency (RF) signal
distortions. It includes multipath fading (LEO alWEO), Doppler effects, ionosphere effects, weathed tropospheric
delays. The multipath fading depends on carriequescy, transmission data rate, and communicati@a a
surroundings, etc., where reflected signals caseaonfusion to the recipient at the time of infation recovery. The
Doppler effect is caused because of the relativeement between the transmitter and receiver, witlosinding
objects, which introduces signal frequency domaiftisg and time domain phase rotation. The ion@spleffect and
tropospheric delay arises when a satellite comnatiedcwith objects in airborne network layer andetgrial network
layer, where the ionosphere effect depends on émgucaused by the region of the atmosphere betd@emd 1000
km above the surface of the earth. The troposplisiay is frequency independent and caused byutface of the
earth and 50 km above.

There are numerougxternal unintentional interference sources for SATCOM, caused by other legal radio
communication systems, such as ultra wideband ra@ssonal electronic devices, and other devicesating in the
adjacent and the same spectrum due to crowdedatimcison of SATCOM operating frequency bandwiditoreover,
the unintentional RFI can be also from other siééslin the same network, due to antenna mispagntimall separation
angle, etc [18].

2.2 Intentional I nterferences

There are mainly three typesiofentional interferences for SATCOM, which are (1) spoofing, (2) meaconiagd (3)
jamming. Forspoofing, it is a deceptive signal transmission in the sdraguency of SATCOM as the information
signal. The spoofing is intended to deceive oratniste the SATCOM receiver without it recognizthg interference
effect, since the receiver treats the spoofingaigs real, however it is not. Fimeaconing, it consists of receiving the
SATCOM signal, delaying it, and broadcasting thgnal in the same frequency as the real signal tduse the
airborne system and users. Famming, it emits signal with enough power and charadiesdo prevent the receiver to
acquire and track the information within the aréd SOM covered.

There are several types f#mming including broadband jamming, partial-time partiaRd jamming, narrowband
jamming, swept jamming, follower jamming, and smgmnming. The broadband jamming interferes therenti
SATCOM frequency bandwidth. It is effective howevequires large power to interfere the whole baxdthyiwhich in
turn makes the jammer easy to be detected andethcand then mitigated. The partial-time partiatdbgamming
relaxes the large power requirement of broadbamdmiag, while sacrificing some effectiveness, by cpig
interference energy across multiple but not allncteds in the spectrum domain used by SATCOM sonetinthe
narrowband jamming places all of the jamming enénfty a single channel, thus can be easily mitiddge SATCOM
sensing and frequency re-allocation. To increaseeffectiveness of narrowband jamming, the sweptjang signal is
swept in time across the whole frequency bandtef@st. To further improve the effectiveness ofemaband jamming,
the follower jamming attempts to locate the frequeaf SATCOM transmitter went, identifies the sibaa the one of
interest, and jams at the new frequency. Besidedrtditional jamming types, the smart jamming angd a lot of
interest, which attempts to disrupt portions of £AJM digital signals, selecting only those portiorezessary to deny
communications [18], such as denying the controssage by analyzing the traffic pattern. It attempteffectively
interfere the signal of interest, while greatly weihg its own energy consumption, making itself lprobability of
detection and lengthening the working lifetime.

2.3 Interferences Mitigation

After analyzing the interferences types of SATCQdfective interference mitigation techniques amnmmarized in this
subsection. Interferences mitigation can be caiegdrinto four strategies, which are (1) regulatrgtection, (2) RFI
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localization and characterization, (3) protectedvefarm design and receiver interferences mitigatiand (4)
authentication and encryption.

Theregulatory protection strategy manages and assigns the appropriatewpefcr SATCOM. The assignment seeks
to eliminate the possibility of the existence o tmintentional RFI, including the RFI from the sanetwork and other
legal radio communication systems. For Hpectrum interference localization and characterization, the RFI can be
determined as unintentional or intentional by laalon of RFI sources and RFI waveform charadiersnalysis in
time and frequency domain. Therefore, correspondauiniques can be further employed. For uninteatidrFl,
different organizations can be contacted for RRIgation [19]; such as a coordination among différ@ommunication
systems could be executed to mitigate the RFI ameauy other. For intentional RFI, the protected efanm and
authentication can then be adaptively utilized.

For theprotected waveform design and receiver interference mitigation, there are many techniques can be utilized. At
transmitter, several techniques could be effectineluding direct sequence spread spectrum (DS88juency
hopping spread spectrum (FHSS), time-hopping spspadtrum (THSS), advanced channel coding withrleager
over a larger number of symbols, directional angereamforming, power control, and joint sourcencied-network
coding [20]. At receiver, effective techniques um# interference nulling, front-end filtering, pal®lanking, and
effective synchronization. Besides physical laysghhiques, dynamic spectrum access (DSA) and dynegsburce
management (DRM) with multipath routing could alse effective for interference mitigation [21-28]orFthe
authentication and encryption, this strategy catigatie spoofing and meaconing intentional RFIntlides angle-of-
arrive discrimination, polarization discriminatif2®], and cryptographic authentication.

The unintentional and intentional RFI for SATCOM ancluded in the communication link model, whishdiescribed
as follows. Suppose the communication transmitivecpair is separated with distandeThe information bits at the
transmitter are divided into frames. In each frattere ard. uncoded information bits arlg) overhead bits. The
information bits and overhead bits are encoded witthannel encoder with coding rateFor a system witlM-ary
modulation scheme, the number of symbols in eaidrisL; = (L + L,)/(rlog,M), whereL is chosen in a way such
thatL, is an integer. Therefore, considering both interdl and unintentional interference, the receivgdad samples
in discrete-time at receiver can be represented as

Ym = ﬂErth)xm + Elh.ErIlR)km + Zm + Ny, M= 1J21 JLSJ (1)

whereE, andE, are the average received symbol energy from tritesnand synchronized aggregated RFI nodes
respectivelyy,, € S is them-th modulated symbol at transmitter, wittbeing the modulation alphabet set with the
cardinalityM = |S|, k,,, andz,, are the unknown synchronized interference andaestall interference signal during
them-th symbol periody,,, hf,fR), h,(,IlR), andn,, are the received sample, the fading coefficientvben transmitter and
receiver, the fading coefficient between the agared) RFI node and receiver, and additive white &ansnoise
(AWGN) with single-sided power spectral densify= 252, respectively. The,, can be modeled as a Gaussian
random variable with meanand varianc€a?, which is quite flexible to model many weak intads with varieg
and2a? values [30]. It is assumed that the transmittedl aggregated RFI node transmit each signal to vecei

undergoes different path, therefore providing tidependent path fading bf:R) andhglR).

3. SATELLITE SYSTEM CYBER SECURITY STUDY

In this section, the performance of the securisiliency improvement is investigated using the iHalger satellite
system topology. To comprehensively evaluate tlerity performance of system, we usetasploite! to simulate a
false data injection attack as an example to detreteshe impact of security resiliency.

! Accessed at https://www.metasploit.com/
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Specifically, an adversary is configured via mel@isgo randomly compromise the ground stationssatellites for
launching a class of false data injection attadlese attacks may result in the failure of the coeasuring components
and misleading the essential information, such \aslable bandwidth information and packet routimjormation.
Generally speaking, false data injection attackrseto adisruption, in which an adversary injects forged bandwidth
information into satellite network routing messagems to disturb the routing process of data trassian. For example,
the adversary may claim a higher or lower bandwildén the satellite link could truly provide. Omg®und stations or
satellites receive the manipulated bandwidth infation will be assigned improper amount of data ptgkwhich may
result in congestion or high delay situation.

In our simulation, we demonstrated a false datectign data by compromising ground stations andifigr a higher
available bandwidth information. With the packetesiixed at 1000 bytes, reducing the packet arrintdrval can
achieve a similar effect to increasing the numbeusers. Both single layer and multi-layers satelbystem are
evaluated and compared for their effectivenesysiesn security.

In Figure 2, it shows the relationship betweendigtgpout and number of users in terms of false dgégtion attack for
both single layer and multi-layers satellite systdburing the simulation, an adversary launched ke favailable
bandwidth information (2.0 Mbps) with regards tdrae available bandwidth (1.5 Mbps). The throughpumulti-
layers satellite system appears to be much higpaar single layer. This is expected because motesaan be applied
in multi-layers system and the congested packellsb&iautomatically detour via other available Bnky choosing
suitable routing algorithms. The end-to-end delessus number of users in terms of false data injeettack is shown
in Figure 3. Once false data injection attack isnkhed, the end-to-end delay will not have anyuiiice before
network becomes saturation. When more than 45 aseradded into the satellite system, the attatikcaise the end-
to-end delay to increase rapidly. The results fggflthat there is nearly no impact on a multi-lzysatellite system
because the multi-layers design provides higharrgcapacity by the comparison with single laggstem.

6

25X10 ‘ ‘ ‘ ‘ ‘ . ‘
—2&— Multi-layers Satellite System (Attacked) 0.3} | —=>—Multi-layers Satellite System (Attacked)
—— Single Layer Satellite System (Attacked) —— Single Layer Satellite System (Attacked)
2 025
z % o2}
g 1.5¢ %
_E‘ o
= G 015}
o 2
£ 1r o
= <
M ooat
05
0051
00 10 20 Sb 4b Eb Gb Tb 80 [1] 1b 2|0 Sb 4|0 50
Number of Users Number of Users
Figure 2: Throughput vs. Number of Users Figure 3: End-to-end Delay vs. Number of
in False Data Injection Atta Users in False Data Injection Atta

4. MULTI-LAYER SATELLITE SYSTEM CROSS-LAYER DESIGN

Besides the multi-layer satellite system topologyelopment in multi-layers cross-layer (MLCL) desighe cross-
layer of multi-path routing withadvanced channd coding design is utiized. The interaction of physicaldaynd
network layer provides great benefits for the $isdehetwork traffic flow, where appropriate traffis distributed in
each routing path for load balancing to avoid nekwoongestion as well as security, and adaptiverefoam
transmission strengths each transmission succgssfoability for the RFI mitigation for the loadécffic. There are
two popular powerful schemes for the channel cadimigich areLDPC coding andturbo coding. The two coding
schemes have been compared in numerous literaindesach has been applied in various commerciahornication
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standards. However, in this paper, instead of adgpine coding scheme for a selected scenario, evelop the
concatenated turbo/LDPC coding for enhanced comeation link design in severe RFI environment.

A simulation study is conducted to evaluate thevoet resource utilization of MLCL satellite systei@onsider a

mixture network, which consists of multiple typessatellites and ground stations. Specifically, @EO satellite, 4

MEO satellites, 11 LEO satellites and 10 groundista are implemented via network simulator. Theapeeters we

used are listed in following Table 1. In our sinmida scenario, terminals are configured to emukatarces and

destinations are ground stations on Earth. Allgatellites are moving on their default orbits (gliéint layers satellites
are running on different altitudes) and all theoagsted parameters keep consistent while simulatios. The handoff

time of each satellite is defined as 10 time shatsich represents 10 ms. Once the simulation stames source node (a
user) begin to transmit packets to a destinatiotlen@nother user) via MLCL satellite system. Thekpé size and

intervals are increased as time elapses, repragédht increasing demand of users.

Two metrics are considered to evaluate the effentgs of our MLCL satellite system: Tifroughput is defined as the
successful data delivery rate during data transamssver the network; (iijgnd-to-end delay is defined as the average
time taken for a single packet to be transmittednfthe source to the destination over the netwbhkugh these two
metrics, QoS network performance such as trafimgmission rate and congestion status is determihedetter
evaluate the performance of multi-layers sateflitstem, we conduct two simulation schemes to maedmparison.
In first scheme, the source and destination nodest&blished will only communicate through groutatisns and one
GEO satellite. All the traffic data will be transtbeid through one upload link and download linksétond scheme, we
keep using the same source and destination nofiestascheme but they are allowed to communicatemulti-layers
satellite system, including all the GEO, MEO andQ.Eatellites. To accurately assess the networkopaence
between two schemes, the bandwidth of both schamgedenoted as the same while simulation runs.umeut and
end-to-end delay are compared and evaluated freim sheme. The simulation was run around 150 tforesoth two
schemes and compute the average performance walties.

Table 1: Multi-layers satellite system simulaticargmeters

GEO Satellite MEO Satellite LEO Satellite Grourtdtdn
Altitude 36000 km 10000 km 780 km 0 km
Planes 1 1 1 N/A
Plane 1 4 11 10
gg; %SV"i‘(’jr;'r?ad 1.5 MB/s 1.5 MB/s 1.5 MB/s 10 MB/s
Inclination 15 degree 55 degree 86.4 degree N/A
Inter-plane Separation  N/A 15 degree 31.6 degree /A N
Elevation Mask | 180 degree 40 degree 8.2 degree N/A

In Figure 4, it shows the relationship between tigigout and number of users for two schemes. As showre users
are increased to using the network resource asdiapses. With the fixed packet size (e.g., 10G@d)ythe decline of
packet arrival intervals can achieve a similar@fes the increase of the number of users. Howéwerthroughputs are
not increasing once around 45 users are creatbdtintwo schemes. This represents that the uploadwnload link

can only allow around 45 users using the netwamkuianeously. Eventually all the throughputs retiwh bandwidth

limit as the number of users increases. Figureramstrates that the multi-layers satellite system achieve higher
throughput by the comparison with single layer wheore than 45 users are accessing the network.ig legpected

because multi-layers satellite system allows motges to transmit the traffic packets while useesiacreasing. The
congested packets could be detoured via anothetrahsmission link. In Figure 5, it illustrates thnd-to-end delay
versus the number of users for both single layer multi-layers satellite systems. The trend of &ménd delay in

multi-layer satellite system is a performance migeter than that of single layer. This is becausétifayers structure

can provide multiple routes to avoid the congestind re-route the packets to other satellite liwkh idle bandwidth.
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5. CONCLUSIONS

In this paper, a multi-layer cross-layer satelliygstems topology construction and protocol stadkgieis developed to
address the system both RFI mitigation and secaéapabilities. The RFI mitigation ensures the linformation flow
reliability, while security ensures the flowed infmation data are integrate and from legacy usergh \Whe
comprehensive RFI mitigation and security invesiayes, satellite systems are able to provide ulbdgsi reliable
services. In addition, for the RFI mitigation, t@mprehensive satellite systems interferencemnassiigated, based on
which an interference model is developed for lirkefprmance evaluations. With the multi-layer s#telbystems
topology construction, a cross-layer design of rpdth routing and enhanced concatenated turbo/LRENaNced
channel coding scheme is also developed. The sedeitonstrate that the RFI mitigation and secuarigynot isolated.
For instance, if the ground station is compromiskd,designed RFI mitigation communication protatelck could be
useless, since the ground station could stop wgrllire to the hacking which thus result in largevoglk congestion.
The RFI mitigation capability even makes situatieorse while it ensures the compromised groundastatianipulated
data reliable flow in the satellite systems. Besidee RFI mitigation capability and security, is@lshows our
developed MLCL to improve satellite network QoSfpenances and capabilities, including increasedughput and
reduced delay, by utilizing well all the availabésources in space backbone network.

Future work includes using the multi-layer approatispace situation awareness toolsets which ieckmhce object
tracking and location, sensor management, and mktiwpology reconfiguration. Techniques such asidloomputing
for big data analytics [31] and coordination with@atforms [32] would be incorporated.
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